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1. Introduction 

This document details the requirement for banks & corporates to develop the required interface 
for interacting with the Mandate Authorization gateway service.   

The file formats for request & response are covered in this document.  

 

1.1    Abbreviation 

The below abbreviations are used in the document.  

NPCI National Payments Corporation of India 

OnMAGS Online Mandate Approval Gateway Service 
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2. Interface specification details for Mandate Approval 

2.1    Registration with NPCI 

The banks & Corporates who want to leverage the service need to be registered with NPCI. 

2.2    Mandate Approval function flow 

The below diagram illustrates the functional flow of mandate authorization.   

 

2.3    Process Flow 

 Customer logins to the merchant site where he/she would be shown the mandate 

Information 

Specific details of the mandate along with deduction details needs to be shown.   

 Customer can proceed with accepting the mandate if he/she finds the information displayed 

is correct(Customer needs to enter the Bank account number before proceeding) 
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 Merchant site can provide the option for selecting the Bank either for netbanking or debit 

card authentication. Merchant site has to ensure that the Banks which are listed for 

authentication are listed in the authorized Bank list of NPCI registered for ONMAGS.  

 Customer would be redirected to NPCI ONMAGS interface.  

 Customer would be asked to select either of Netbanking & Debit Card option for 

authentication. Once the selection is made NPCI ONMAGS interface will list the list of banks 

registered for the particular authentication mode.   

 In case the customer has preselected the Bank in the Merchant site then the Bank selection 

drop down is pre-populated with the Bank ID shared from the Merchant site. No further 

changes can be made w.r.t selection of Bank in NPCI gateway page. Also a particular Bank 

can be enabled in OnMAGS either for Netbanking or Debit Card or both. In case the 

particular Bank is enabled only for a particular authentication mode then in NPCI ONMAGS 

interface,  only the respective tab is enabled for selection. The other tab is disabled.  

 Based on the Bank & the authentication mode selected customer selects would be 

redirected the corresponding Bank’s authentication website 

 In the Banks page customer will authenticate either through the user’s net banking 

credential or Debit Card details based on the authentication mode user had selected in the 

NPCI ONMAGS page.  

 Bank need to validate whether the Account Number passed in the request XML matches the 

Account Number through which the customer has authenticated the login.  

 Banks will display the summary of the mandate and provide option for accepting or rejecting 

the mandate 

 Once the customer has selected either of Approve / Reject link he would be redirected back 

to NPCI ONMAGS interface 

 The NPCI ONMAGS interface will redirect to the merchant site 

 Merchant site will display the status of Mandate Approval 

2.4    Interface Layer 

NPCI ONMAGS interface will act as the interfacing layer between the Merchant site and the netbanking 

site. Necessary ports needs to be opened between NPCI servers, Bank & Merchant servers. Also 

required certificates needs to be installed at NPCI, Merchate Site & Bank Site servers.  
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3. Specification Format for Request & Response 

 

Appendix 5.1 lists the XML file format for the request & response.  

The specification for below request / response are listed in the document. The data format would be 
XML.  Schema structure and sample XML’s can he found in Appendix 5.3.  

 Merchant Mandate Request to NPCI 

Merchant site when sending request to NPCI OnMAGS need to send the request in the specified format.  

 NPCI Mandate Request to Bank 

NPCI ONMAGS will send the request to bank in the specified format 

 Response from Bank to NPCI 

Destination Bank will use this format for sending response bank to NPCI ONMAGS 

 Response from NPCI to Merchant 

NPCI ONMAGS will use this format for sending response back to Merchant Site.  
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4. Technical Integration Specification 

The below section lists few of the technical requirements for the implementation.  

4.1    Merchant Site Integration Requirements 

4.1.1 Request from Merchant to NPCI 

Merchant site will display specific details of the Mandate to the end user.  

The below information should mandatorily be displayed apart from other details the merchant site 

proposes to display.  

 Utility Code of Merchant 

 Corporate Name 

 Consumer Reference Number 

 Consumer Name 

 Mandate Reference Number 

 Amount of Deduction  

 Debit Type (Fixed Amount / Maximum Amount) 

 Frequency of Deduction 

 Start & End Period of Deduction/Valid until Cancelled 

 Category 

Following information should be obtained from the end user. 

 Bank A/c Number 

Bank A/c Number of the customer. This would be used by the destination bank to authenticate 

whether the account which customer logs in by providing the credentials matches with the 

account number provided in the merchant site.  

 A/c Holder Name 

Name of the account holder.  

 Destination Bank Selection (Optional) 

In case of the Corporates already mapped to specific Destination banks, then the merchant site 

can provide an option for the user to select the destination bank in the merchant portal itself.  
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Once user enters the above information they can proceed for Bank Authorization.  

A link should be provided for the customer to proceed for Bank Authorization / Approval. On submitting 

the link the merchant site should redirect to NPCI ONMAGS interface. The URL for redirection shall be 

provided. NPCI will validate the source of the request before processing the request.  

XML content in the structure mentioned in the document (in sheet “Merchant Mandate Req to NPCI”) 

should be passed as part of the request. For securing the data passed between domains the data passed 

in the request should be encrypted & signed.  

Below is the steps to be done for securing the content of the Request XML: 

1. Generating checksum for the secure information in the XML 

The below attributes needs to be concatenated for the purpose of generating Checksum: 

a) Debtor Account Number 

b) First Collection Date 

c) Final Collection Date 

d) Collection Amount 

e) Max Amount 

The above attributes needs to be concatenated with “|” symbol appended as the delimiter. The 

order of the attributes needs to be as mentioned above.  

Note:  

The attributes to be concatenated might be changed at later point of time. Please refer the 

latest version of the document for any revision on the attributes that needs to be marked for 

encryption.  

Generate checksum on the concatenated values. We will use SHA-2 as the hash function.  

2. Replace the secure information in the XML with the encrypted text.  

The attributes mentioned above needs to be encrypted individually and placed in the respective 

XML tags.  

We will use the below methodology for encryption of secure information. 

Encryption Methodology – Asymmetric 

Hashing Algorithm – SHA256 

Cryptography – RSA/ECB/OAEPWithSHA-256AndMGF1Padding 2048 bits 
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 Encryption needs to be done using the Public Key of the certificate shared by NPCI.  

3. Signing of the Request XML 

The request XML got from Step-2 has to be signed using the Private Key certificate of the 

merchant.  

Merchant needs to send the below content as JSON (Key / Value pair) in the request body. 

Key Value 

MerchantID Participant ID of the Merchant in NACH 

MandateReqDoc Output of the Step-3 

CheckSumVal Encrypted Output of Step-1 

BankID Participant ID of the Bank which the use selects. In case the 

corporate does not have any mapping with destination banks 

then the value would be blank. 

AuthMode (Optional) Will be either of “Net” or “Debit”.  

Note: 

Use cases for BankID and AuthMode:  

1. Both Optional: 

When both BankID and AuthMode  are not given at merchant end  ,NPCI page will be landed 

when the request posted from the merchant page . 

Here the customer can select Bank and Authmode. 

2. Only Bank ID: 

When the merchant gives Bank id without giving AuthMode means, NPCI page will be displayed 

and here the customer can select AuthMode. 

3. Only AuthMode: 

When the merchant gives AUthMode without Bank ID means, NPCI page will be displayed and 

customer can select Bank. 
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4. Both AuthMode and Bank ID: 

When Both AuthMode and Bank ID are given in the request means ,it will redirect to the 

customers bank page . 

CheckSumVal should be encrypted using the public key certificate shared by NPCI.  

MerchantID in the Json message should be the same as the <ID> tag under <ReqInitPty> in the Request 

XML.  

Upon Mandate Approval / Rejection at the banking site by the end user NPCI ONMAGS would send the 

response shared by the bank with the merchant site. In case the request is rejected at NPCI OnMAGS 

layer itself NPCI will generate the response and send.   

The below are the validation done at NPCI ONMAGS layer for the request received from Merchant. For 

more details refer to sheet “Merchant Mandate Req to NPCI” in the excel “NPCI Mandate Authorization 

Specification for Banks” available in the Appendix Section.  

Element Name Validation Length Remarks 

xmlns Namespace tag. This is mandatory tag. Value 
cannot be empty. Namespace value should be 
"http://npci.org/onmags/schema” 

   

MsgId MSG ID from the merchant. 35   

CreDtTm Should be in ISO Date time format. 
E.g.2017-02-09T15:11:39 

25   

ID Request Initiating Party ID. In this case it will be 
Corporate / Merchant ID. Should not be null. Will 
be validated if this is a valid Merchant ID with the 
master.  

18 ID & UtilCode value would be 
the same.  

UtilCode Utility Code would be validated against the 
masters. It should be 7 digit OLD ICS or 18 digit 
Utility code. 

18  ID & UtilCode value would be 
the same. 

CatCode Identifies under which category the mandate is 
created. Will be validated against the masters 
maintained by NPCI 

4   

Name Should not be empty 40  

CatDesc Category Description should correspond to 
Category Code in the Master 

60  

MndtReqId Mandate Req ID length should be <= 35. Should 
be unique for the day 

35   

SeqTp Allowed values are RCUR or OOFF 4   

Frqcy This is an optional field. If present should adhere 
to the list value available in MMS Masters. 

4 Allowed Values are:  ADHO, 
INDA, DAIL, WEEK, MNTH, 
QURT, MIAN, YEAR, BIMN 
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FrstColltnDt Date of First Collection. Mandatory Field. This 
field is in ISODate Format 

16   

FnlColltnDt Date of Final Collection. Optional Field.  This field 
is in ISODate Format 

16  If this field is left blank then 
deduction will happen until 
Cancelled. 

ColltnAmt Either of ColltnAmt or MaxAmt is mandatory. 
Entry of 12000 will be considered 120.00 while an 
entry of 120.00 will be considered as 120.00 

13   

MaxAmt Either of ColltnAmt or MaxAmt is mandatory 
Entry of 12000 will be considered 120.00 while an 
entry of 120.00 will be considered as 120.00 

13   

Debtor Nm Customer name should be maximum of 40 digit 40   

Debtor AccNo Customer Account Number should be maximum 
of 35 digit. 

35   

Creditor Nm Corporate Name. Length will be 40  40   

Creditor AccNo Will be the 18 digit Corporate ID 18   

MmbId Will be 11 digit IFSC code 11  IFSC Code of the Sponsor 
Bank 

4.1.2 Response from NPCI to Merchant 

The below JSON (Key / Value pair) data would be shared in the response body from NPCI to the 

merchant. 

Key Value 

MandateRespDoc Encrypted and Signed response XML 

CheckSumVal Check sum value of secure attributes 

RespType Will be either of ErrorXML / RespXML 

 

Merchant Site would get the response either in the format mentioned in sheet “Response from NPCI to 

Merchant” or in the format “Error XML Resp from NPCI to Mer”.  

The scenarios based on which either of RespXML or ErrorXML would be send is listed in the Appendix 

6.2.   

Merchant site needs to display the status of mandate approval in their mandate confirmation page. The 

URL for mandate confirmation page needs to be shared with NPCI.  

Merchant site needs to do the below steps for validating and reading the XML: 
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If the RespType is ErrorXML then the response XML would be in the format as mentioned in the sheet 

“Error XML Resp from NPCI to Mer”. 

ErrorCode contains the error code for the error, and ErrorDesc contains the Error Description of the 

error. 

The ErrorXML will be send in plain XML format.  

In case of RespType value being “RespXML” then the response XML will be of the format “Response 

from NPCI to Merchant”. 

Merchant site should unsign the XML using the public key of NPCI and then decrypt the key fields using 

the private key of the merchant.  

The tag Accptd will specify if the request was Accepted or Rejected (true/false)  

In case of Rejection, ReasonCode contains the error code and ReasonDesc contains the description of 

the errors. In case multiple errors identified then the ReasonCode will list all the error codes as comma 

separated. ReasonDesc will have the text “Multiple errors detected”. 

4.2    NPCI Gateway Specification 

NPCI ONMAGS will act as the gateway layer during forward flow from merchant site to Bank Site as well 

as during reverse flow from Bank Site to Merchant Site.  

4.2.1 Forward Flow specification from NPCI to Bank 

Upon user submitting the page in the Merchant site for proceeding with Bank Authentication, merchant 

site will redirect to the NPCI ONMAGS passing the necessary parameters in the Request body. If the 

source of the request is approved one, NPCI ONMAGS will proceed with validating the request XML. If 

the validation fails then response is send back to the merchant site with the error code and error 

description. The tag <RejectBy> will have the value “NPCI” meaning the rejection happened at NPCI 

gateway layer. The error response will be in the format “Error XML Resp from NPCI to Mer”. 

In case BankID is passed as part of the request, NPCI ONMAGS will verify if the specified bank is in the 

approved list. In case the BankID is not part of the approved list the request is rejected and the 

Merchant will get an error response.  

If all the validations are passed then NPCI ONMAGS layer would be displayed. The UI layer will have the 

option for Selecting the mode of authentication,  the user’s bank and buttons for “Proceed” and 

“Cancel”. If the user clicks on Cancel then the page  is redirected back to the merchant site. In this case 

the Error Description in the response XML will have the value “Cancelled by User” and tag <Reject By> 

tag will have the value “User”.  

Note: In case BankID is passed as part of the request, NPCI OnMAGS will verify if the particular bank is 

certified for Net Banking or Debit Card. In case the Bank is certified for any one of the authentication 
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mode then only the particular authentication mode would be enabled. Also the Bank drop down would 

be pre-filled with the BankID passed in the request. User would not be able to change the bank in this 

case.  

 

 

Note:  

In case of the passed Bank Code not enabled for both Net Banking & Debit Card Authentication then the 

NPCI OnMAGS page would not be shown. In this scenario Error XML will be returned to the Merchant.  

Once user has selected Bank & Mode of authentication and clicks on the “Proceed” button, NPCI 

OnMAGS layer will find the URL against the Bank & the Mode of authentication selected and then will 

redirect to the corresponding bank’s authentication page.  

Below is the steps to be done for securing the content of the Request XML: 

1. Generating checksum for the secure information in the XML 

The below attributes needs to be concatenated for the purpose of generating Checksum: 

f) Debtor Account Number 

g) First Collection Date 

h) Final Collection Date 

i) Collection Amount 

j) Max Amount 

The above attributes needs to be concatenated with “|” symbol appended as the delimiter. The 

order of the attributes needs to be as mentioned above.  

Note:  
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The attributes to be concatenated might be changed at later point of time. Please refer the 

latest version of the document for any revision on the attributes that needs to be marked for 

encryption.  

Generate checksum on the concatenated values. We will use SHA-2 as the hash function.  

2. Replace the secure information in the XML with the encrypted text.  

The attributes mentioned above needs to be encrypted individually and placed in the respective 

XML tags. Encryption should be done using the public key of the certificate which NPCI shares.  

We will use the below methodology for encryption of secure information. 

Encryption Methodology – Asymmetric 

Hashing Algorithm – SHA256 

Cryptography – RSA/ECB/OAEPWithSHA-256AndMGF1Padding 2048 bits 

 Encryption will be done using the Public Key of the certificate shared by Bank.  

3. Signing of the Request XML 

The request XML got from Step-2 will be signed using the Private Key certificate of NPCI.  

NPCI will send the below content as JSON (Key / Value pair) format in the request body. 

Key Value 

MandateReqDoc Output of the Step-3 

CheckSumVal Encrypted Output of Step-1 

4.2.2 Return Flow specification from NPCI to Merchant 

The bank site should redirect back to NPCI OnMAGS layer both on successful or failed authentication. 

NPCI will share the URL for redirection. The response XML wound be send to NPCI OnMAGS layer as part 

of the JSON in the request body.  Bank should send the response in the either of the below format:  

 Response from Bank to NPCI 

 ErrorXML Resp from Bank to NPCI 

NPCI OnMAGS layer would validate the response XML received from the Bank. Based on the validation 

result NPCI OnMAGS would send either of Response XML or Error XML to the Merchant.  

Below is the steps to be done for securing the content of the Response XML: 

1. Generating checksum for the secure information in the XML 
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The below attributes needs to be concatenated for the purpose of generating Checksum: 

a) Accptd 

b) AccptRefNo 

c) ReasonCode 

d) ReasonDesc 

e) RejectBy 

The above attributes needs to be concatenated with “|” symbol appended as the delimiter. The 

order of the attributes needs to be as mentioned above.  

Note:  

The attributes to be concatenated might be changed at later point of time. Please refer the 

latest version of the document for any revision on the attributes that needs to be marked for  

Generate checksum on the concatenated values. We will use SHA-2 as the hash function.  

2. Replace the secure information in the XML with the encrypted text.  

The attributes mentioned above needs to be encrypted individually and placed in the respective 

XML tags. Encryption should be done using the public key of the certificate which NPCI shares.  

We will use the below methodology for encryption of secure information. 

Encryption Methodology – Asymmetric 

Hashing Algorithm – SHA256 

Cryptography – RSA/ECB/OAEPWithSHA-256AndMGF1Padding 2048 bits. 

 Encryption will be done using the Public Key of the certificate shared by the Merchant.  

3. Signing of the Response XML 

The response XML got from Step-2 will be signed using the Private Key certificate of NPCI. 

4.3    Bank Site Integration Requirements 

In the NPCI ONMAGS interface end user would be selecting either of Debit Card or Net banking site. 

NPCI ONMAGS would redirect to the bank site upon submit. The URL for redirection for Net banking & 

Debit Card should be made available to NPCI by the banks. NPCI will pass the XML content mentioned in 

the sheet (“NPCI Mandate Request to Bank”) & CheckSumVal as part of the request.  

The JSON string sent in the request body will have the below keys and values.  

Key Value 
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MandateReqDoc Encrypted and Signed XML 

CheckSumVal Encrypted Checksum Hash value 
 

Specifics on Signing, Encryption and Checksum are mentioned in the section 4.2.1 

 

Bank site should unsign the XML using the public key of NPCI and then decrypt the key fields using the 

private key of the Bank. Checksum should be decrypted using the private key of the Bank. In case of any 

errors during unsigning, decryption or checksum validation, Bank needs to construct the Error response 

in the format “ErrorXML Resp from Bank to NPCI”.  

 

Below are the validation done at Bank layer for the request received from NPCI. For more details refer to 

sheet “NPCI Mandate Request to Bank” in the excel “NPCI Mandate Authorization Specification for 

Banks” available in the Appendix Section.  

Element Name Validation Length Remarks 

xmlns Namespace tag. This is mandatory tag. Value 
cannot be empty. Namespace value should be 
"http://npci.org/onmags/schema” 

   

NPCI_RefMsgId NPCI_RefMsgId from NPCI should be unique 35  Message ID for NPCI 
Reference 

CreDtTm Should be in ISO Date time format. 
E.g.2017-02-09T15:11:39 

25   

ID Request Initiating Party ID. In this case it will be 
Corporate / Merchant ID. Should not be null. Will 
be validated if this is a valid Merchant ID with the 
master.  

18 ID & UtilCode value would be 
the same.  

UtilCode Utility Code would be validated against the 
masters. It should be 7 digit OLD ICS or 18 digit 
Utility code. 

18  ID & UtilCode value would be 
the same. 

CatCode Identifies under which category the mandate is 
created. Will be validated against the masters 
maintained by NPCI 

4   

Name Should not be empty 25  

CatDesc Category Description should correspond to 
Category Code in the Master 

25  

MndtReqId Mandate Req ID length should be <= 35. Should 
be unique for the day 

35   

SeqTp Allowed values are RCUR or OOFF 4   

Frqcy This is an optional field. If present should adhere 
to the list value available in MMS Masters. 

4 Allowed Values are:  ADHO, 
INDA, DAIL, WEEK, MNTH, 
QURT, MIAN, YEAR, BIMN 
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FrstColltnDt Date of First Collection. Mandatory Field. This 
field is in ISODate Format 

16   

FnlColltnDt Date of Final Collection. Optional Field.  This field 
is in ISODate Format 

16  If this field is left blank then 
deduction will happen until 
Cancelled. 

ColltnAmt Either of ColltnAmt or MaxAmt is mandatory. 
Entry of 12000 will be considered 120.00 while an 
entry of 120.00 will be considered as 120.00 

13   

MaxAmt Either of ColltnAmt or MaxAmt is mandatory 
Entry of 12000 will be considered 120.00 while an 
entry of 120.00 will be considered as 120.00 

13   

Debtor Nm Customer name should be maximum of 40 digit 40   

Debtor AccNo Customer Account Number should be maximum 
of 35 digit. 

35   

Creditor Nm Corporate Name. Length will be 40  40   

Creditor AccNo Will be the 18 digit Corporate ID 18   

MmbId Will be 11 digit IFSC code 11  IFSC Code of the Sponsor 
Bank 

 

End user would enter his/her net banking credentials or Debit Card information in the authentication 

page of the bank. An SMS OTP validation also has to be done as second level authentication.  

Upon making a successful login bank should first validate whether the bank account number passed in 

the request XML matches the bank account number of the authenticated end user. If the bank account 

number does not match the customer would not be allowed to proceed further. Appropriate error 

message needs to be displayed to the customer and a link provided to return back to the merchant site. 

If the customer is not able to make a successful login after predetermined login attempts the Bank has 

to redirect back to the NPCI ONMAGS layer. The reject reason will be “Invalid Login Credentials”.  

If the account number matches then the customer needs to be shown a form which displays specific 

details of the mandate and a “Terms & Policy” section displaying terms and policies of the bank. A 

confirmation check box needs to be provided for end user for agreeing to the displayed information.  

The below information needs to be mandatorily displayed to the User at the Bank end: 

 Mandate request Initiate Party’s Category Description (“CatDesc”) 

 Name of Initiator 

 Collection Amount 

 Max Amount 

 Recurring Frequency 

 First Collection Date 

 Final Collection Date 
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User has to be provided links for either accepting the mandate or Rejecting the mandate. On selection 

of either of the option the user would be redirected to the NPCI ONMAGS interface. The response 

should contain the XML mentioned in the sheet “Response from Bank to NPCI”. The element 

<AccptncRslt> will contain the result of the approval status of the mandate. The URL for redirection to 

NPCI ONMAGS interface would be shared by NPCI. 

The response from Bank will be have the below JSON format in the response body.  

Key Value 

BankID Participant ID of the Bank in NACH 

MandateRespDoc Encrypted and Signed XML 

CheckSumVal Encrypted Checksum Hash value 

RespType Will be either of ErrorXML / RespXML 

Below is the steps to be done for securing the content of the Response XML: 

4. Generating checksum for the secure information in the XML 

The below attributes needs to be concatenated for the purpose of generating Checksum: 

f) Accptd 

g) AccptRefNo 

h) ReasonCode 

i) ReasonDesc 

j) RejectBy 

The above attributes needs to be concatenated with “|” symbol appended as the delimiter. The 

order of the attributes needs to be as mentioned above.  

Note:  

The attributes to be concatenated might be changed at later point of time. Please refer the 

latest version of the document for any revision on the attributes that needs to be marked for  

Generate checksum on the concatenated values. We will use SHA-2 as the hash function.  

5. Replace the secure information in the XML with the encrypted text.  

The attributes mentioned above needs to be encrypted individually and placed in the respective 

XML tags. Encryption should be done using the public key of the certificate which NPCI shares.  

We will use the below methodology for encryption of secure information. 

Encryption Methodology – Asymmetric 

Hashing Algorithm – SHA256 
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Cryptography – RSA/ECB/OAEPWithSHA-256AndMGF1Padding 2048 bits 

 Encryption needs to be done using the Public Key of the certificate shared by NPCI.  

6. Signing of the Response XML 

The response XML got from Step-2 has to be signed using the Private Key certificate of the Bank.  

The below are the validation done at NPCI ONMAGS layer for the response received from Bank. For 

more details refer to sheet “Response from Bank to NPCI” in the excel “NPCI Mandate Authorization 

Specification for Banks” available in the Appendix Section.  

Element Name Validation Length Remarks 

xmlns Namespace tag. This is mandatory tag. Value 
cannot be empty. Namespace value should be 
"http://npci.org/onmags/schema” 

   

MsgId This is a reference generated by the bank to 
identify the response message. Should be unique 
for the day for a Bank 

35   

GrpHdr - CreDtTm Should be in ISO Date time format. 
E.g.2017-02-09T15:11:39 

25   

ReqInitPty Request Initiating Party ID. This will refer to the 
Bank Short Code 

18  

MndtReqId Mandate Request ID should be same  as the 
MndtReqId send in the original request to Bank 

35    

NPCI_RefMsgId Message ID for NPCI Reference in the original 
request. Should be same as the NPCI_RefMsgId 
send in the original request to Bank 

35  

OrgnlMsgInf  - 
CreDtTm 

Creation Date Time send in the original request 
to Bank 

18  

MsgNmId Both the tag & value are optional   

Accptd Mandatory. Allowed values are true / false 5 Indicates whether the 
mandate request was 
accepted or rejected.  

AccptRefNo Mandatory. Should be unique for the Bank 34 Accepted Reference Number. 

ReasonCode Mandatory if <Accptd> value is false. Reason 
code should be as per master provided by NPCI. 

5 If acceptance is false, reason 
code of rejection is displayed 
here. 

ReasonDesc Mandatory if <Accptd> value is false. Reason 
Description should match the Reason Code 
specified by NPCI.  

50 If acceptance is false, reason 
description of rejection is 
displayed here. 

RejectBy Mandatory if <Accptd> value is false. Should be 
either of “Bank” or “User” 

10  

IFSC Mandatory if  <Accptd> tag value is true, IFSC of 
the destination bank 

11  
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4.4    HTTP Status Codes 

Whenever a response is send back to the requesting party, along with the JSON response HTTP Status 

code also needs to be send. For a complete successful authentication 200 status code needs to be send. 

For other scenarios, HTTP status code which needs to be send are listed in the document “MMS 

Gateway Failure Scenarios.xls”.  

4.5    Signing and Encryption process 

Below is the process for encryption & signing during the various flows.  

 Merchant to NPCI 

 Encryption will be done using the public key of the certificate shared by NPCI.  

 Signing Using Private key certificate of the merchant 

 NPCI to Bank 

 Encryption will be done using the Public Key of the certificate shared by Bank.  

 Signing Using Private key certificate of NPCI 

 Bank to NPCI 

 Encryption will be done using the Public Key of the certificate shared by NPCI.  

 Signing Using Private key certificate of Bank 

 NPCI to Merchant 

 Encryption will be done using the Public Key of the certificate shared by the Merchant.  

 Signing Using Private key certificate of NPCI 

 

4.6    Response through Offline Server to Server Communication 

To account for online failures, the response NPCI to Merchant will also be sent using server to server 

communication. 

For the purpose of this Merchant will require to expose an API service which will be able to accept the 

response from NPCI. This API service will accept JSON data (same data being passed during redirection).  
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Merchant entity need to be update their database based on the data sent through this communication 

in case of online redirection failures or timeouts. Merchant site should display the status of the mandate 

approval processing to the End user whenever he/she logins to the site next time.  

Note: 

Error Code & Error Description list will be shared by NPCI.  
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5. Miscellaneous Features 

5.1    API to get live destination banks for e-mandate 

A Rest API would be made available which Corporates and Banks can access for getting the details on 

live destination banks.  

The Rest API needs to be invoked as a Get Request. The response of the Rest API would be JSON Object 

of multiple arrays. An example output is given below: 

{ 

  "liveBankList": [ 

 { "bankID":"SBIN" , "bankName":"State Bank Of India",  "netBankStatus":"Active",  

"nbActiveFrom":"24-May-2017","debitCardStatus":"InActive", "dcActiveFrom":"24-May-2017"},  

 { "bankID":"HDFC" , "bankName":"HDFC Bank LTD",  "netBankStatus":"Active",  

"nbActiveFrom":"24-May-2017","debitCardStatus":"Active", "dcActiveFrom":"22-May-2017"} 

 ] 

} 

 

For getting the live bank list the following API service has to be invoked: 

https://<onmagscontexturl>/api/getLiveBankDtls 
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6. Appendix 

6.1    Request & Response XML Specification for Banks 

NPCI Mandate 

Authorization Specification for Banks_V4.2.xlsx
 

6.2    MMS Gateway Failure Scenarios 

MMS Gateway 

Failure ScenariosV1.2.xlsx
 

6.3    Sample XML Formats and Schemas 

Request Response 

Files_V6.zip
 

6.4    Error Codes 

ONMAGS Error 

Codes.xlsx
 


